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SECTION A

MECHANICAL MUTILATION, cutting action

Mechanical Mutilation, Cutting Action, Generic Description..........c.ccoeucvueennninnnnns A-2
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Magnetic, Recording, Tape, Cartridges (Cassettes, Wafers)....... ceecenrsenieraeraeanes A7
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Generic Description of MECHANICAL MUTILATION, cutting action

Destruction Issues:
System Overhead Concerns

- Physical Characteristics
t size varies by manufacturer and model. Units range in size from small
desktop models to large, stand-alone devices occupying many square feet of floor

space.

- Utility requirements
Blecmcalpower cuttmg action equipment usually requires higher voltage (220 volts,
three phase Since cutting action increases the volume of the de-
suvyedmaeﬁalvatmafmofﬁve,mghﬂmughp\nvdmumtsmquuuc
some mechanism for transporting the cut up waste away from the destruct equipment.

- Manpower requirements )
Generally, personnel are needed to access, remove, collect and transport the media to
the shredder and feed them into the machine. Specific information storage media may
affect how this task can be performed.

Safety Concerns

- Process
Generally, the process poses no significant hazards. Cutting or pulverizing chromi-
um dioxide magnetic recording media may release toxic constituents. Accessing and
tmnspomng specific media elements, in particular fixed media, may introduce haz-

- Materials
Shredding does not require any additional process-specific destruct materials.
Materials hazards, if any, can only arise from the materials comprising the destroyed

- Accidental trigger
Since destmym by mechanical mutilation requires the active steps of collecting and
trmpomngthemednuotheshreddmg device, there is a low possibility of accidental

trigger.

- Emergency environment ' .
Aside from the increased risk of performing any task under adverse conditions, the
emergency environment does not present new or exacerbate existing hazards
associated with the destruction process.

A-2
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- Destruction speed

Cutting action destroys material rapidly. Although the actual speed is determined by a
combination of motor power the final particle size, a single capacity load of
material can usually be destroyed in less than 1 minute.

Throughput is the quantity of material, usually measured in pounds, that can be de-

stroyed per unit time. There are two critical elements of throughput: getting the media
to the destruct equipment; and actually cutting up the media. The speed with which
the material can be brought and fed to the equipment is site, manpower, and media
m’k. The actual cutting throughput is t on the horsepower of the ma-

ine, the input throat dimensions, the capacity of a single load, the mechanical prop-
erties of the medium (e.g., thickness, hardness), the destruction speed, and the num-
ber of destruct units available that can be used in parallel.

- P e

1t is possible to terminate the cutting action prematurely by cutting off the electricity to
the machine or causing the equipment to jam. Some rotary knife mills can be
procured with a generator to supply electric power in the event of a power outage
dtn‘ingtheem:?ency. The process can also terminate prematurely if the equipment
malfunctions. Such malfunctions are more likely on lower power, lower duty cycle
machines that are forced to run at maximum capacity in an emergency.

- Destruction

completeness
Depends on specific equipment-medium factors. Cutting action produces a variety of
mm : strips, cross-cut strips, particles (rotary knife mills), and
ill "dust”. sizeandshapeofﬂ:et&ds.inconjuncﬁonwitbﬂwsmge
density of the specific medium, determine the degree of destruction completeness.

Detectability
Mechanical mutilation is accompanied by some level of equipment noise. In particu-

lar, high power rotary knife mills tend to be very loud. As such, the fact that
destruction is being carried out may be detected at some point outside the immediate
vicinity of the destruct area.

- Information concentration

- Medium
and

Depends on specific medium and local facility factors. Information is usually spread
throughout the facility. Information frequently will be concentrated in file cabinets,
bookcases, tape racks, desk tops or internally throughout the information processing
equipment. Since most information is rarely cataloged and stored by sensitivity cate-
gory, a major task may be the identification and separation of highly sensitive infor-
mation from less sensitive material.

mmﬁmhcdfxiﬁtyuﬂwiﬁceqﬁpmtﬁcm. The diffi-

complexityofacmsingmdinisset,in%gbythespeciﬁcmdiumand
whether it was designed to be fixed or removable. removal of fixed media may
be relatively complex and require special tools and training. Both fixed and remov-
able media may be stored in secure containers or housings, which in tum may delay
accessing the actual media.
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State of Destruct Technology
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Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Semiconductor, All Types
Effectiveness:  Medium to Poor

Process:

The silicon die within the device package is broken into tiny fragments to preclude the

recovery of information.

Destruction Issues:
Syatem Overhead Concerns

requirements
Personnel are needed to access and remove circuit cards with memory components.
If the cards are not removable, the semiconductor package must be separated from the
circuit card. This procedure requires special tools and training. The circuit cards or
thine ts need to be transported to the destruct equipment and fed into the ma-
chine.

Safety Concems
- Process

Electrical shock is possible if information processing equipment is not powered down
before personnel attempt to access memory elements. High voltage may be retained
by some capacitors even after external power is removed.

Risk of .

- Destruction completeness

Ranges from poor to excellent. Equipment that is designed to destroy circuit cards
may result in individual fragments large enough to allow completely intact or signifi-
cantly large fragments of the silicon die surviving the destruct process. Special in-
vestigative techniques can be used to extract the information content of the original
memory from such fragments.

- Information concentration

The information to be destroyed resides within device components of electronic
equipment that may be dispersed throughout a facility. An additional dispersing ef-
fect arises from the difficulty of easily identifying and separating memory compo-
neats from other device components. Furthermore, only memory components that
have stored sensitive information need to be destroyed, but there is no easy method to
identify those specific components.

- Medi .

accessibility
Poor to very poor. The silicon die is mounted within a hermetically sealed compo-
nemm“rchge,whichi:mounwdnongwiﬂloﬂmeonmumacircuitcud. The
ircuit card, in turn, is mounted with other ts and circuit cards onto a chas-
sis and housed within a sealed cabinet. The cabinet itself may be further secured in
an equipment rack, or with some other mounting scheme.

A-5
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State of Destruct Technology
Most cutting action equipment is not appropriate for destroying semiconductor
memories - the motors and cutting blades are simply not powerful enough to cut
through the combination of ceramic, plastic, fiberglass and metal materials found on
circuit cards. Some rotary knife mills (with motor ratings exceeding 3 horsepower)
are powerful enough to handle complete circuit cards. This equipment, however,
yields that are large enough to permit complete semiconductor dies to be
lef;lio:;ing delmcn:: Smaller e(lleskmp buats memmlnpgm:mkr:gdo b:
reasonable j destroying the memory element, but require package
removed from the circuit card. Some even require that the silicon die be extracted
from the package. Such labor and time intensive practices are not practical in an
emergency environment.

Discussion:
Semiconductor memories are difficult to destroy with cutting action mechanical muti-
lation because the memories' tiny, high information storage density silicon dies are
contained within 50 many successive housings. These containers add significantly to
the total volume of material that must be destroyed to assure, to a high degree, that the
actual silicon dies within them are adequately destroyed.

A-6




Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Magnetic, Recording, Tape, Reei-to-Reel
Effectiveness:  Medium

Process:

The magnetic recording medium is cut into tiny fragments to randomize the informa-
tion content and to preclude information recovery.

Destruction Issues:
Risk of .

Destruction completencss
Medium. The degree of compieteness depends on the final size of the shards. Half

inch reel-to-reel tapes store information at densities up to 112 Kbits per square inch.
At these densities, even shards 1/64 of an inch on a side contain about 27 bits. This
amount of information corresponds to the equivalent of 3.5 letters of text or about
half a word. Most cutting equipment does not achieve even this fine a particle size.

- Information concentration

Tapes are frequently stored on racks in tape libraries or vaults. They also can be dis-
tributed throughout a facility: in desk drawers, in files, etc.

- Medium

Tqammymyeomﬁnboﬁwnﬁﬁnmmﬁminfm Unless
the reels have security markings or the contents are indexed, identification and priori-
tization of tapes for destruction may be difficuit. The medium is highly accessible
unless stored in secure containers. .

State of Destruct Technology ‘

Nolshredders have been identified that specifically address the destruction of reels-to-
reel tapes.

Discussion:

FnﬁﬁuMuﬁﬁu@ufaMamﬁmmMmdwmhm tities
of data. As such, tape libraries usually contain hundreds of reels of tape. an

Cutting equipment's ability to destroy tapes may be affected by the reel material and
the effect of the tapes themselves being tightly wound on reels. Some equipment may
not have an input throat that can the aimost one inch thick reels, or may not
have sufficient cutting ability to cut the mass of the Mylar and reel. The
Mylar base of the tapes may cause gumming of the cutting mechanism.




Destruct Method: MECHANICAL MUTILATION, cutting action

Storage Medium: Magnetic, Recording, Tape, Cartridges (Cassettes, Wafers)
Effectiveness:  Medium to Poor

Process:
The magnetic recording medium is cut into tiny fragments to randomize the informa-
tion content and to preclude information recovery.

Destruction Issues:

Safety Concems

- Process
There has been some concern expressed that cutting action may release highly toxic
hexavalent chromium compounds if the new chromium dioxide tapes are subjected to
cutting action. Since chromium dioxide tapes are 2 new medium, there is little infor-
mation on potential heaith hazards.

Risk of .

- Destruction completeness
Medium to poor. The degree of completeness depends on the final size of the shards.
Half and quarter inch cartridge tapes store information at densities up to 1.4 Mbits per
lg:ueinch. At these densities, cven shards 1/64 of an inch on a side contain about
334 bits. This amount of information to the equivalent of 42 letters of
text or about 2/3 of a printed line of text. Most cutting action equipment does not
achieve even this fine a particle size.

- Information concentration
'fli'ge media cartridges can be distributed throughout a facility: in desk drawers, in
, CtC.

- Medium accessibility
Cartridges found at a facility may contain both sensitive and routine information.
Unless the the containers have security markings or the contents are indexed,
identification and prioritization of cartridges for destruction may be difficult. The
medium is highly accessible unless stored in secure containers.

State of Destruct Technology
No equipment has been identified that specifically addresses the destruction of car-
tridge tapes.

Discussion:
‘The equipment’s ability 1o destroy the actual tapes may be affected by the properties
of the cartridge case material and the effect of the tapes themselves being tightly
wound on hubs. Some cutting equipment may not have an input throat that can ac-
cept the almost one inch thick cartridges, or may not have sufficient cutting ability to
cut through the mass of Mylar. The Mylar base of the tapes may cause gumming of
the cutting mechanism. The quarter inch and some 0.1$ inch cartridges contain a

A-8
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thick metal plate that may interfere with the cutting action. The new IBM half-inch
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Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Magnetic, Recording, Floppy Disks
Effectiveness: = Medium to Poor

Process:
The magnetic recording medium is cut into tiny fragments to randomize the informa-
tion content and to preclude information recovery.

Destruction Issues:

Risk of .

- Destruction completeness
Medium to poor. The degree of completeness depends on the final size of the shards.
Floppy disks are a relatively high density storage medium with densities up to 2
Mbits per square inch. At these densities, even shards 1/64 of an inch on a side con-
tain almost 490 bits. This amount of information corresponds to the equivalent of 61
letters of text or about one printed line. Most cutting-based destruct equipment does
not achieve even this fine a particle size.

- Information concentration
Floppy diskettes are compact, rugged, and relatively portable. As such, they tend to
be distributed throughout a facility: in desk drawers, in files, etc.

- Medium accessibility
Floppy disks found at a facility may contain both sensitive and routine information.
Unless the the disks have security markings or the contents are indexed, identification
and prioritization of disks for destruction may be difficult. The medium is highly ac-
cessible unless stored in secure containers.

State of Destruct Technology
glo equipment has been identified that specifically addresses the destruction of floppy
isks. .

Discussion:
The metal constituents and hard plastic shell of the 3-1/2 inch diskettes may present a
problem to some lower power shredders. The thickness of soft jackets of the 5-1/4
and 8 inch diskettes should pose no problems for shredders. The Mylar base of the
dxskeh:is or plastic components of the jackets may cause gumming of the cutting
mechanism.

A-10
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Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Magnetic, Recording, Hard Disks, Removable
Effectiveness:  Poor to Very Poor

Process:
The magnetic recording medium is cut into tiny fragments to randomize the informa-
tion content and to preclude information recovery.

Destruction Issues:
Risk of .

- Destruction completeness
Poor to very poor. It is not expected that cutting action is a viable mechanism for de-
stroying hard disks.

- Information concentration
Hard disks tend to be stored in the proximity of the associated disk drive.

- Medium accessibility
Medium is highly accessible unless stored in secure containers.

State of Destruct Technology
No equipment has been identified that is designed specifically for the destruction of
removable hard disks.

Discussion:

Rotary knife mills are the only cutting devices that could handle the hard materials
found in cartridges and disk packs. Rotary knife mills, however, cannot cut through
the hub material of the 14 inch disk cartridges and packs Such cartridges and packs
would have to be disassembled before destruction, and the hubs removed. Even after
passing through the cutting mechanism, the individual shards of disk material still
contain a significant amount of stored information (in excess of several pages of text)
because of the high storage density of hard disks.

A-11




Destruct Method: MECHANICAL MUTILATION, cutting action

Storage Medium: Magnetic, Recording, Hard Disks, Fixed

Effectiveness:  Not applicable/practical

Discussion:
Fixed hard disks are mounted in user inaccessible, sealed containers. This, coupled
with the inability of cutting action to destroy removable hard disks, makes

cutting action a non-viable method for fixed hard disk destruction in an emergency
environment.

A-12
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l Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Magnetic, Recording, Drums

( Effectiveness:  Not applicable/practical
l

i

|

!

Discussion:
Magnetic drums consist of 2 metal drum that may present problems for shredder cut-
ting mechanisms. The drum itself is difficult to access, and the cylindrical shape of
daedmmmemoryelementmay t problems for destruct equipment designed to
accept flat material. It is that some of the very high power rotary knife
mills may be capable of destroying drums.

A-13




Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Magnetic, Current-Accessed (Core, Twistor, Plated Wire)
Effectiveness:  Possibly Medium to High

Process: _
lthqmyplm-eﬂlydcanyduuoyedbyﬁ:gmaﬁngmdrmdomizingmein-
dividual components.

Destruction Issues:

System Overhead Concerns

requirements
Personnel are needed to access and remove memory array cards, transport them to,
and feed them into the destruct machine. This procedure requires special tools and
training.

Safety Concerns

- Process
Electrical shock is possible if information processing equipment is not powered down
before personnel attempt to access memory elements. High voltage may be retained
by some capacitors even after external power is removed.

Risk of .

- Destruction completeness
Excellent. Rotary knife mills designed to destroy circuit cards can destroy current-
accessed magnetic memories. Equipment that does not have sufficient power to break
apart the memory assembly leaves the information contents recoverable.

- Information concentration
The information storing elements tend to reside in the main computing processor.
The individual components are readily identifiable by their characteristic appearance.

- Medium ibility
Poor to very poor. The memory elements are within closed chassis and may be diffi-

cult t‘oll access. Furthermore, the physical removal of the memory planes may be
difficult.

State of Destruct Technology
Current-accessed memories can be destroyed only by units powerful enough to han-
dle complete circuit cards. These higher power units have motors in excess of 3
horsepower and specially hardened cutting blades.

Discussion:
Core, twistor, and plated wire memories are low density storage media and breaking
them up into small fragments is an effective method of destroying their information

A-14
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content. The information content of core memories can be destroyed by simply sepa-
rating the ferrite cores from the wire matrix. Sheemhmmuonlyonebit
of stored information, physical randomization of the cores is ient to destroy the
information content, even if the cores remain magnetized. The main concern for
emergency destruction is whether the memories can be removed quickly from the
equipment.

A-15
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Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Magnetic, Bubble
Effectiveness:  Possibly Medium to High

Process:
Either the bubble material die within the device package is broken into tiny fragments
to preclude the recovery of information, or the vertical magnetic bias field source is
separated from the package, causing the bubble domains to collapse.

Destruction Issues:

System Overhead Concemns

- Manpower requirements o )
Personnel are needed to access and remove circuit cards with bubble memory
components. If the cards are not removable, the bubble memory package must be
from the circuit card. This procedure requires special tools and training.
The circuit cards or components need to be transported to and fed into the machine.

s:m.cm

- Process
Bbcuicdshockispmsibhifhfmmadmpmeasingqummhnapoweddown
before personnel attempt to access memory elements. High voltage may be retained
by some capacitors even after external power is removed.

Risk of comoromi

- Destruction completeness
Possibly excellent. Rotary knife mills must have sufficient power and strong enough
blades to destroy the bubble memory contents by breaking apart the memory module.

- Information concentration :
The information elements reside in electronic equipment, the various components of
which may be dispersed throughout a facility. An additional dispersing effect arises
from the difficulty of easily identifying and separating the specific memory compo-
nents from the other electronic components.

- Medium accessibility
Poor to very poor. The bubble memory, including the magnetic field generating ele-
ments, is mounted within a hermetically sealed component package, which is mount-
ed along with other components on a circuit card. The circuit card, in turn, is mount-
edﬁﬂloﬁucomponenumdcircuitcudsmtoachusisandhousedwiﬂ\inacbsed
cabinet. The cabinet may be mounted in an equipment rack or further contained
within a physical security ing.

State of Destruct Technology
Most shredders and hammermills are not appropriate for destroying bubble memories
- the motors and cutting blades are simply not powerful enough to cut through the

A-16




combination of ceramic, plastic, fiberglass and metal materials found on circuit cards,
and comprising the bubble memory module. Most rotary knife mills are powerful
enough to handle complete circuit cards and, therefore, bubble memory modules.
These higher power units have motors in excess of 3 horsepower and specially
hardened cutting blades.

Discussion:

Reports verifying the effectiveness of mechanical mutilation based on cutting action in
destroying memories have not been found. It is conjectured that the informa-
1 rotary kntf mill scpareiea th bubble mcmory die rom the permanent magnes in

rotary kni memory di permanent magnet in
the module that supplies the bias field. Once this field is removed, the bubble
domains collapse into the random, snake-like domains, thereby destroying the
contents of the memory element. The actual effectiveness of this destruct technique
needs to be verified by a field test.
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Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Optical, Microform
Effectiveness:  Medium to Poor

Process:
The microform film storage medium is cut into tiny fragments to randomize the in-
formation content and to preclude information recovery.

Destruction Issues:
Risk of .

- Destruction completeness
Medium to poor. The degree of completeness depends on the final size of the shards.
The quipment that pulverizes the medium or that forms confetti-like shards provides
a reasonable degree of destruction. Shredders that cut the medium into strips leave
the information largely recoverable.

- Information concentration
Microforms are small and highly portable. Microfilm on reels tends to be housed in
protective boxes and stored in special file cabinets. Microfiche are housed in protec-
tive paper sleeves and are likewise frequently stored in cabinets. Because they are flat
and readily available in "user coples," microfiche tend to be distributed throughout a
facility: in desk drawers, in files, etc

State of Destruct Technology :

Specific devices have been designed for destroying microforms. The plastic base of
microforms has a tendency to gum and jam the cutting mechanisms of some equip-
ment. Likewise, the reels and housing of microfilm rolls and cartridges may present
problems (throat opening may not be large enough, or the shredders may not be ca-
pable of handling that material). If the film has to be removed from the reels or car-
tridges, throughput will be significantly reduced.

Discussion:
Sandia National Laboratories has performed an unpublished study on the amount of
time necessary to reconstruct cut up microforms as a function of shard size and initial
volume of material (degree of information randomization). Charles Clark,
Reassembly of Microfiches After Destruction by a Dry Disintegrator, Sandia National
Labontones, December 1976.

A-18
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Destruet Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Optical, Laser-Accessed
Effectiveness:  Possibly Medium to Poor

Process:
The storage medium is cut into tiny fragments to randomize the information content
and to preclude recovery by standard readout equipment.

Destruction Issues:

Safety Concerns

- Materials

The hazards of exposure to some of the optical storage materials themselves (e.g.,
tellurium compounds and alloys in the WORM type media) have not been thoroughly
investigated. During normal medium use, these materials are encapsulated, and not
likely to contact personnel. Cutting the medium apart may expose personnel to these
materials with unknown health effects.

Risk of .
- Destruction completeness
Medium to . Laser-accessed optical storage media are extremely high density
media. In the case of equipment that cuts the media into tiny pieces, the output
shards, even 1/64 inch on the side, still contain considerable amounts of information;
well in excess of the contents of a printed page of text. It is possible, however, that
rotary knife mills may disintegrate the optical media sufficiently to preclude
information recovery. More research in this area is necessary.

- Information concentration
Individual media elements (e.g., discs, tapes) can contain tremendous amounts of in-
formation in a relatively small volume. The individual media clements are highly
portable and rugged. Thus, they can be stored in any manner consistent with facility
security requirements. .

- Medi ibility
Medium is highly accessible unless stored in secure containers.

State of Destruct Technology
Laser-accessed optical sﬁor:i:ui:na new storage technology. As a result, the manu-
facturers of mechanical mutilation equipment have not yet addressed the problem of
destroying laser-accessed storage media. Equipment capable of handling microforms
should be capable of handling plastic substrate optical storage media. Glass or metal
substrates may present a problem for many cutting action equipment types.

Discussion:
Laser-accessed optical storage media are not, as yet, widely distributed. This
technology is experiencing rapid growth and shortly will be widely used.
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Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Punched, Cards
Effectiveness:  High

Process:
The computer card is cut into tiny fragments or strips to randomize the information
content and to preclude information recovery.

Destruction Issues:
) Bn I t .

- Destruction completeness
Excellent. The low density of information storage makes cutting highly appropriate
for computer card destruction.

- Information concentration
Computer cards tend to be stored in file cabinets designed for their size, in cardboard
boxes holding up to 2,000 cards, or in stacks simply bound with elastic bands.
Althoulghcardscanbelocawdvirwallyanywhminafacility,theywndtobeindis-
creet clusters.

- Medi ibili
Readily accessible uniess stored in secure containers.

Discussion:
The relative thickness (99 pound paper) of the card stock may limit the possible cut-
speed of lower power desk top shredders. Most equipment, however, should
have no difficulty in destroying the medium. Manufacturers tend to identify specific
models as more appropriate for computer card destruction.

Because computer cards are a low storage density medium, the physical volume of
cards at a facility may be large. Furthermore, the computer card is an obsolete stor-
age medium that is in the process of being phased out. More data is necessary to es-
tablish the actual quantity of cards that can be expected to be found at a facility.
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Destruct Method: MECHANICAL MUTILATION, cutting action
Storage Medium: Punched, Tape
Effectiveness:  High

Process:
The punched tape is cut into tiny fragments or strips to randomize the information
content and to preclude information recovery.

Destruction Issues:
Risk of .

- Destruction completeness
Excellent. The low density of information storage makes cutting action highly
appropriate for punched tape destruction.

- Information concentration
Punched tapes tend to be wound on reels up to 14 inches in diameter, stored as coils,
or fanfolded in containers.

Discussion:
The reels themselves may present problems to some equipment. Therefore, it may be
necessary to unwind the tape in order to destroy it. This, in turn, adds to the destruct
time. Plastic tapes may gum up the cutting mechanisms of some shredders.
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Destruct Method: MECHANICAL MUTILATION, cutting action

Storage Medium: Paper, All Types
Effectiveness: = Medium to High

Procm
pm mmm&mambmdommthemfommconmtand

Destruction Issues:

Safety Concens

- Process
Hammermills generate fine dust. The fine dust can explode if the proper mixture of
niranddustis‘lﬁmmdtofom. Such a mixture can be detonated with a spark or
flame. effect is analogous to grain silo and flour mill dust explosions.
Fnrtherme,h:xhcammom of dust can present a respiratory hazard.

Risk of .

- Destruction completeness
Poor to excellent. Rotary knife mills and shredders that produce crosscut particles
Mmueenmtmofmfamnmd